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(57) Abstract: A first signal Si containing encrypted data based on a conversion constant YZy* and a conversion constant X is 
transmitted from a transmission side device (1) to a reception side device (1) . A second signal S2 containing enciyption data based 
on the conversion constant X-Zy', a conversion constant Y, and a pattern conversion constant Zy of the conversion constant Zy' is 
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the second' signal ^ and performs decryption and authentication of the encrypted data. 
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fcJi'&t*. «-^'ft-T-^c^tC2*<^^lzr2O0OOji:^j:S(©t?M#(*-Si-r^a 

C*tlCj:y . I^SI^IjES^B. «»J^7^-^ClCtt, ■€-4x^*tr031 23456789 
OJ. r20000jA«^ffl$*l,§o 

«s^«./^^»i/h3). /^^->j^&s:^iftzy(/^^'yh5). nAeM^A. mm 

/cCfc. /^;^'7-K(/^^»:/hO)$A*-r-i)ck3l:iL-C> ^fiSI«#J2li1^0>#At 

20 o^mi^m(Dm^Qm<om^^w-^WLy^, Y^L.^fc.xTr-y^sio-eA 

•f-ur, XT-y"^si 2^ii5f;., XT-»y:^si o-eA^^jixtre A^iiE#-^A. 
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S20 : Yes) , x-r»3;':fs2i ^M^. mm%<omm^noo 

20 xi^':/:^S2n?i*. gjiLfcS2li#S2a>jiji#0>m^^-i!-TKi^x(/t 

:^T'*v:^S22t?Mm^>«— ;^TKux;Rt;^^^A^^#^JJ^■ct^;5^l^(XT■ 
25 'y:^S22 ; Yes) , /^^-^^mSife-r-^l 1 1 a^#SU■CXT••v:^S23'^^5i 
t^o g^$*LTl^^>:ltH(* (^^*:'::^S22 : No) s jE^(DgfiSHi#A^ 
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^s^'^.f^zm^s^tmzmn^^x^tz^mm(Dm=F:^-)i^T\:i^^i-^ 
ffi?yjAt?o ^L-Cs i^mi ic:^y5i*;h.tc^ni-§-Si;Ri;ig2''(i^s/A<s 

t;^2'ii^S2'lCji^$*L^o 
X^'y:^S32T?tt,*i^**tt=20©1i^<©ai<i#^(/^'tr'Vh1)Mg^-r 

^^_^;5<jjs^$;h,Soii5<i#<Dii1i#^A<-StLfcJi^i*(:^7-*v:^S32; 
Yes). x5^'v:^s33^3lt?o M<i^a)jHg#^*«-^L^i:A^ofcJi^ 

20 I4(XT-:^^S32;No),XT-:;3fS48^iii^. ^5ifUi02(c-e<D©<Dx^— 
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5 L3B:3&^ofcJi^l*(Xi^»y^S37:No).XT^-:/:^S49^ai^.ilfi«. m#<k 

«>^D|g2SCA^e>^g^<b7*-^B2*<l[tti*Jl^§. -eu-r. xx-:;:^S40T?|g^4b 

C4x€))t)^— Sfc"^'5i:(>?.T-»:/^S40;Yes), ;^-r*y^S4l '>-jit?o — :^r, — ifc 
15 LJ£j:*^otcJi^l*(XT-'5/':^S40;No) . ;^T-*:/'^S50^ii^. ^-^-(b-T— ^Bi 

Cl5h.&*^— ^•^i»i:<XT-V^S43;Yes). ;^T-*y:^S44^3tt?o — ^ 
LJS: I* (X-T-v:^S43 ; No) , XT-y >^S5 1 -^Ji^^ H^-lb-r — ^C, 

25 ^-(t:5?-^Ai. Bi, Ci^-^-^t^+t.-isA^iiES-^A. lasisiiES^B. um 
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iz^^). um'r—'^commti^u^tsMo ^pfc. ^ist^— a»Dt(*. 

(Y. Zy')l=:Bt-^4b^3^(^^l^-D(Y. Zy') =D+Y+Zy') , ^^^^ 

X. Zx'izjcyng-^'Ibx— ^D(x. Zx')icBif#4b;^;5x^(^^l*.D(x. zx') = 

D+X+Zx')o 

•f-L-C.^i^i^S.tcli.ie^^bx-^DCY. Zy'). ^^^^xi:/^^->^ 
^^!!aZx*<^«)e)*L«»o*fc.^2ii#S2(Cl4,ll&^'(bx-^D(X. Zx'). 
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5 fi^->mM.MmzytimmMmzy'izMmti^x$^z'm^Si'ii^±m^^s 

zytm'ssL^^h.nMhMc^m-%m^, y. zx. z 

- a > mm^^. 4>^^^2T'M<Hi-^l::#«>f>Jh,fc/^a»->i^#^iaA^^ 
20 za)<fc3ic, 2;b-hJtfccl3^^ffi2^^LT)i1Hg^^^^-0K3i-ri>c:t 

S2i*4iiil^M2$^LT'f:/^-^-''vH^ST?S<ifi>J^HHi^^*<Jffl}^^* 
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M3ii, $ij^SPi:Lr^tl"r'5ic^»;':^'C*fe'i>cpu300t. ^f^/^^-;ut?fc-5 
A*SP30l t> X— a»»HieSllHl^t?fe^2HiSR303i:. LEDlcJ;ya** 

20 CPU300(A.-T— ^(DAm*. -T-^iiM. ^i^^^ililti^^. t^—' 

^*f|l302l*, CPU300a>ai*lC4^feL^LEDlzJ:^||^^^^ao 3l®SP30 

l*.flaAiSiiE#-^A. cpu30oa)$iJ^::^py7A. /^^— V^P^^^t^— ^3 



wo 2004/066508 PCT/JP2004/000369 

36 

404^:${i^€>. 

15 a5^S»402l*,CPU400A^e,(3!>m*I=«fet^m#^bx-5»•V;>,mf^^fl>A 
lE1iS»410l±,<aASiE#^A. /^^->^^SIIfe-T-'S«410a. CPU40 
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15 ^-r-SCiiJb^-C^^o 

5=-^J¥T)f ^^f|J302l::-f-a5g*<^*(rOPENj:R(*rCLOSEj|| 
CPU300l4,jlHi7.-r«:/5^*«#T$ttfc^-<5>y-C-5Lia(Cj:ygl#Siax. 
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Y^m^UmTilts X= 1 1 22. Y=3344) . m^^^tz^^^-'^^W- 

mmyiznmir^^mMmy' m^it. zy- =3399)$MW-r'So ^ 

2fe{Z,CPU300li.^^^iax. Y. Zy'ICj:oT^A^ijE#-^A$l©#^t 
5 -r^o Bl20at;il21 IZ^$*ttc^T?l±> IS AlDft^<iAxl*ri 2352421 J 
(Ax=A+Y+Zy'). ^AIDftgfliAyl*ri 23501 99j(Ay=A+X+Zy') 
tJtC-So^Lt. CKDBg-^lk-T— '5i'^A<$fl^-a:iBS^*i'>^''<^-^Si&t;^2 

=A+Y+Zy'i:L. |g2iC^Ay=A+X^L'C=fe*<. X, ^1 S^Ax=A+Yi: 
10 U^23$^Ay=A+X+Zy'i:L-C*,<J;L>o 

ISHi-^S,Jtt;ig2li-^S2A«±jj|$;8X'l)i:. CPU300I*. ^ii-^^imSiJ 
30335>NP)|£S4(Dg-(ieP403^l^ttT.m3El^^"f ^L'C-?'*t-?*l'^4i'^*o 

m4lcjia'(iaJ$iftl+, ^^3;5NP>^M4-^|gHi^SiA<2Hi$3K'5i:. 
15 4ANe)SIM3^T>-9— RlfSNFl^1KlI^<0^T>-y— 

/<'v^«#a)S<i*lfe#i=Sia33{)^e)Sm4'v|g2ii^S2A<2Hi$*t*J;^ 

^a4t?tt.s<iSP403iz<fcy^i^#SiSLt;^2<i^SeA«mm^F^i^i:: 

Sii$3Ki>t> ^#4tl*CPU400lCj:ot:^lRe>*l^o CPU400I*. "^-^L-?^ 

25 |^S4)b<Mii^*S«Rri6i:-rSJ:5lc^iJ*L-Ct J:L^o 

S1i#^A«-SSl-r^i:. /t^->^^^ia-r-'$»41 Oa^#mL-C. CPU4 
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^A,(A,=Ax-Y-Zy')i:A,(A,=Ay-X-Zy')7b«-i^^^^*^S/)^*^*lJ!glJ 
5 $*lSo*fc, ^Wm^it^-^lt. ia#1b-r— S«Ai=Ax-Y-Zy'. A^^Ay 
-X, XI*. ia#1bx-^A,=Ax-Y. A2=Ay-X-Zy'i:35:*o 

*L-5<^:alcLT^,cfcl^o :i<o^=?izr^^tiz^^). ^bizmmzm-r^Lmm 
^oati^u^^itlxtif').m^m^s,Rxsmzm^S:,lz'^^Hxmm•^^^^ 

#SI»X. Veii^VlC, fi||iE^ISS[Zy'/l<Bg#^bl=fflL^e»*lt:L^*o Lfe^^oT.-K 
25 tl^^^. 
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10 m^M^^o 

iti^(oizm^.m'tm^M$^2m^izit.$^3(D^M.Mm^mt^^^x 
fct,-r, mzM:^(om^iii^mmLtzm'^x^'ox=^. m3miz^^mm'f-^ 

mn^m^^ii^r^m3(DmmMmiz^^^^.z<om^it§Lmmmm^ 
mm^Jti^o Ltzt<^x. mmmxit. mmmmmizj^^->mn.^mtm3 
(om^mwLt<onf&7'-^^^m.xii<tmz.'pmmmiz%mm<o'f-'Sf 

20 ca)«k-5ic-ri)C^ic<fcy . mm'f-^<Dmm.'&.t:m^X't^tmz^ ^fhizm. 
m.<D/i^->^^mwLt:mmLxts<ztizj;:i)tiiiizmm.^^M^^^ttiix 
^i)o ^tz. ^mmmmizit. ^^mmm:a>A^->^mmm^'W:m\^xn< 
^m^'^tj^i^ox. mmmmmiti''^WM^immmm.izt^\^xm-<o/i^—> 
w^^^m^i&mi^xv^^itir^zt^'ssmx&f'). m^itizn-r^^m^ii^ 

25 M^^o 
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^-efeo-ct,/<^->^ii:smic^t5-r^B3a)^i[^ift^^?>'S:tx^3# 
25 *Lfc/^^-:/^^«^i:iiHi7^-^$l^t■^^bLfc|g3(0^mSil^i:<0ii^*^ 
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So 
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15 WLt.^^^> 

mmf^^Mm-r^mn^3(j^mM.Mmi:^M^y-xmz'm^^±mir^m^ 
±m^mt. m^mz'm^^ifii^^mmmmi-^mmr^mm^^t. t:m 

20 

mii^h(Dmz'm^^^mi.xmun^m^ti^^^mmm^ a>i^mmMti^ 
m^omnMm.mm^z'mmi^fi^tiiumzortmm, mmnzo^nm 

25 ^mza)rtmm^t*i^^m^itizmi^^^tcmm.Mmz^':>xm'i <ots.^ 
it'f-^Mmzom.^it^-^^^^itir^m.mt^mt. itriBigi <d« 
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15 li-^^Rfc^si:, friBii2(Df^sg^. tiu^z<D^wmm, JSLXsti^m-im 

a)4'J^SM'^jil«LI([aB^2{a^$^2<Z)cf«i^g'N^#-r'l>KHi^^t. 

25 . iKriB^2a)*m^Mi*,itriB/<^->^^miiiic*rfB:-r*m3a)^i[^i» 
:sLitm4<D^mMm^um'r^um^mt.tiumzm^t:S:mLxmm^ 
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mn^z<D^mnmJSLXsm^R^3<D^n■%WL^m\,'^xm^Rmm'f-'9^m^ 

20 ^m30^umm^m^'^xmmmm'f-'^t:m2(oitmm^m^^t-rhm 

25 'ti^Jtt;frl5^2ll-^$KrlBSIi«iJ^g^SHit-^3Hi^iS:i:. 
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6. miBB&^-fb^Ktt, KrSEm2<D^^^ia»t;«riB^3a)^m^3a^m 

20 fflUTltrlBm2a)ft#ii'^Bt#'lb1-'l)Ci:^^^i:-ri>ii^^l XIASI^IB 

7. l^iS^liifl^SI*, miESi (Dm^4b^-^X(*B2a>|g-^'lb-T-^I^ 

25 Ii5/X-TA„ 

8. tinii^v&m^m\t.tium'i(om'kit¥-'$itm^mz0m^it7'-^t)^ 
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m^mmmmmiiKmm^^m^^m^^mmmm--'m.ml^munzm 
munm^nji^-r^num3<D^mmmiz^^Lx^z'm^^±f^ir^u 
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vB^it\zml^^Jtlf::^^^mz^'oxm^om^itn^-^&lsmz0m.^^t 
e>lt[|Bimi#&i^«riEm2'ig#$srtAti^^IiE*t"SliiE;^x*y>^t. 
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10 mz'm^t:mm^mmmm.^^mir%>^zmm^^^:f:ft. 

t![Xttm4a>«is:^sj[. mw&mz'Wi^ti^iom^mz<oftmm, m^mza> 

15 Zfts 

frlBSIgfiiJ^SA^ friami <DlS^^b-r-^i:1trlBm2(Z)tg#^b-r-'$i*^ 

20 P>l&iB^i 'ji^:^tJJfII5S2''ti#^^lt A;5x«l)^iiE^-r'S.eiiiEXT-':/:^i:. 

13. imtJ^S3b^e)§4iiim^'^sia)^^^ife. mzo^W-^WLMxs 
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10 m^mmmmmf3<sm^&m^m^Mmmmzm^^^^m^mmmm^ 
mzortmm, mw&mzo^w-mm.Rumu^^^-^^umm'&mM^m 

15 

m^itlzml^h^tzmw■Mmz^'oxm^o^^'\t'f-^Mmza>^mt 

m^^mmmmii^.mBn'iom^^t'f-^tmmnz^mmt'f-'iiti'^ 
p>^^m-im^Mum^^mzm^^^ifAin^m^^ir^^m:^'f^j:^ts ^ 

nmRxsmu^30^w-mm^mi^xtiiiBmzoitmm-^\!^mt-t^:it^ 
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:^_^^<_StLfct#lc|5IBEIiE*ff aci:*4«ISi:-rSiS^mi l BMl 30) 
19. SKD^mm^. ll2(Z)^e^l!lRi;^3(D^^^IS(D'>^i:<i:t.- 

frisBi itiiB^2(D^-^^i[:&uf|irl5B30^^^i[^M«^ 

mt;ttIIB^3a)^»^m^fflt^TllIIB3^4ix-i^^^l®^tWfiil=llS^4bl- 

(o-ft^M. &t;t&iEigi (©«^^^i»*^t?ieni-^*^i*"^^^'' ^^^^ 
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20. mummwt. tiu^z<o^nm^Mt^un3(o^M.nm^m^>^ 

So 

22. lUia^u^SBi*. miam2(Z)^^55tft»Lt;itrta^3<D^^siSfc*fflt^ 

U-Cl5IBIg2(Dft^<t^B&^<b-r*ct$!|#ll([i:"r§K^mi 9lclB«a)^ 

Mo 

23. B2(D^^Sift. ^3(Z)i^^^ifeRi;ig4<Di^li[S 

taiB^gts^ i-^^js^"^^/ >^»^ tBii-r ^iB^t ^ s 

la^1(D^^Sil^:R^)ftt^tB^3a)il^^^^fflt^•cK^lBM^i^-^^^2a) 
la. :Rt/:friBig3(o^p:^iaxi*ttriB^4a)^^^i&i::**f&-r'i)/^^->^ 
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10 mum^^m^mir^m^mut. 

25. m-io>mmMm, mz<om.M.mmisi.xsm30^w-^m(Oi}^u<t=h- 

mumimm^it.mu^z(D^mmm, ^itm^mzomw^nwiMm 
fR$(i3<Dmn■Mm^ml'^xmumm'f'-'&ii^m^it^^tz^^(Ditmmt, 

m^m^o^m^m^mi^xmmxtm'f-w^^it^^tzmzmftmmt, 
m^s&n-im^Mmmmz'm^^mmir^^mut. 
25 isiB2''(i-^A^p»itriB^2©ft#M. tftiB^2<osi^^l»&i;miam3a)^ 
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xmw^mmT'-'Siiimmtt^^tzm i (ortmrnt. ttriEis i ^^wmmt, 

mm, mi^m2(j>^w.Mm. jsLxsmut^Qo^nf^m^itm^^^ummt: 
mJisi^mmt, mnfs-i<D^mmjkxs-mu$^2<Ditmmt:-^M.^^^^it\z 

20 mi^h>^fz^n-Mmz^^xm-i<om.^^t'f—^RU^2a>m.mt'f—'^^ 

^ii^^mf&m-i'm^jkxs-mnm2'm^^^\-fA^%mm^-t^f^mmmt. 



27. m-io^mmm, ^2om:mMmRxsm3o^w.mwi<D'ptji<t't- 
25 (owLU^mzj^^xm^it^^tzT^mT'-^^'^tymi m^t$^2m^^SL 
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m^fssLm-t^mmt, mumKDrtm^isi.umf&f^z<oitmm^'t^'e*im 

20 |i^^257^IM27<©l^■fttA^|C|^^i(D^®o 

20. miB^Jiaiflil*, ^IS^1 a)'^^4b-r— ^tiaiBB2a)m^'fbx— 
-iltfct#^c|^IlB^i!E^ffaiIi:^!5«^t■r^m^^257!IM27a)lx■r^^A^ 
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